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As a key part of its strategy of Cybersecurity,

Indra, the premier Information Technology
Company in Spain and a leading IT
multinational in Europe and Latin America,

has launched a major state of the art
operations centre (ICSOC) in Madrid. This
centre disposes of an area of nearly 500 m2.

The Indra CyberSecurity Operations

Centre (i-CSOC) is established as a national
and international reference center in
Cybersecurity

Managed Security Services Provider: security
monitoring, security systems operation,
vulnerability management and security
incident management.

Indra’s Cybersecurity and Cyberdefence

R &D center,

Lab environment to test new security
products, perform malware and forensic
analysis, and develop proprietary hardware
and software solutions

Cybersecurity cloud services.
Cyberintelligence services in civil and military
environments.

Physical environment and staff with
appropriate security clearances to develop
classified and security-sensitive projects.
Training for internal staff and customers.
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Managed Security Services.
¢ Monitoring and correlation.
e Cybersecurity operation.

i-CSOC LABS

The Cybersecurity Laboratory is an

international reference in developing and

testing Cybersecurity technologies. It

comprises the following units:

e Cybersecurity showroom and demo
center.

* Certification and accreditation unit.

¢ Cybersecurity consulting.

¢ CRG cybersecurity research group.

The Cyberintelligence unit provides services
related to the application of technology and
intelligence processes to Cybersecurity.

¢ Digital surveillance.

e e-Crime.

e Electronic fraud.

i-CSOC CSIRT

The Computer Security Incidents Response
Team (i-CSOC CSIRT) is responsible for
implementing preventive and reactive controls
t0 manage security incident.

¢ Alert services.

¢ Ethic hacking and vulnerability analysis.
e Forensic.

¢ Rapid response team (RRT).

Unit that comprises all activities and initiatives
related to Cybersecurity training and
communication/ dissemination of results and
news produced within i-CSOC,

i-CSOC Training takes on the following
responsibilities.

i-CSOC CLOUD

Provides solutions based on the model

“Security as a Service",

 i-THINK. Cyberintelligence solution.

 Portal de seguridad (Security Portal).
Cybersecurity integrated management.

* FIRMA-E. Digital signature solutions.
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