IndrCI Press release

INDRA AND THE TECHNICAL UNIVERSITY OF MADRID TRAIN
THE NEW GENERATION OF EXPERTS IN CYBER-DEFENSE

e The students trained on the same platform that has been used by officers of the Joint Cyber-
Defence Command, NATO and other armies

e The more developed countries face the urgent need to have well-prepared professionals to
protect their increasingly connected and digitalized economies

e The Cyber Range platform is the smartest answer to this problem: the training of professionals is
sped up by offering practical training fully suited to each professional level

Madrid, May 20, 2019.- Indra, in collaboration with the UPM’s (Technical University of Madrid for its Spanish
initials) School of Telecommunications Engineering, within the framework of the Indra University-Industry
Chair and the UPM's master’s course in Cybersecurity, tested the capabilities of the new generation of
cyber-defense experts.

The students recently faced some of the challenges that can be encountered in the event that a terrorist
group or an enemy country tried to attack companies or basic services in their country through cyberspace.

The attendees faced these challenges in an environment of the utmost realism, made possible by the Indra
Cyber Range platform.

This is the very same field of operations that experts of the Joint Cyber-Defence Command, NATO and
several European and Ibero-American armies, as well as EU police forces, have used for their training.

Within this field of operations, the students from Telecommunications Technologies and Services
Engineering and from the University Master's course in Telecommunications Engineering carried out an
exercise in forensic analysis, in which they had to investigate an attack and collect all possible evidence.

As for the students of the Cybersecurity Master's course, they carried out a penetration or black box
pentesting training to identify the vulnerabilities of a network and another one on steganography or detection
of hidden information in digital files.

The completed tests on Cyber Range allowed future professionals to measure the degree to which they have
mastered the theoretical knowledge. Indra's platform incorporates gamification techniques to promote
competitiveness. It also speeds up learning by adapting the test to the level of each participant.

The students connected with their own computer to the platform that is hosted in the cloud, in the Indra Data
Processing Center, which is located in a building equipped with maximum security measures and complies
with NATO standards.

The use of state-of-the-art smart tools such as Cyber Range is the only possible way to train, in time, the
huge number of cyber-experts that will be needed in the coming years. It is estimated that in 2022, Europe
will have a shortfall of 350,000 specialists, a figure that will soar to 1.5 million professionals all over the
world. Having them is vital for the security of countries and for the development of economies, which are
becoming increasingly digitalized and interconnected.

About Indra

Indra (www.indracompany.com) is one of the leading global technology and consulting companies and the
technological partner for core business operations of its customers world-wide. It is a world-leader in
providing proprietary solutions in specific segments in Transport and Defense markets, and a leading firm in
Digital Transformation Consultancy and Information Technologies in Spain and Latin America through its
affiliate Minsait. Its business model is based on a comprehensive range of proprietary products, with an end-
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to-end, high-value focus and with a high innovation component. In the 2018 financial year, Indra achieved
revenue of €3.104 billion, with 43,000 employees, a local presence in 46 countries and business operations
in over 140 countries.
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